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Fraudsters sharpening sights on social
network, mobile users
Since phishing (also known

as spoofing) began in the
mid 1990s, the majority of

the fake e-mails tended to look
as if they had come from finan-
cial institutions and credit card
companies. Although fraudsters
are still using this old bait to try to
get recipients to divulge personal
or financial information, the rise
in consumer awareness has forced
them to find new variations on
one of the oldest online scams.

“Phishing still occurs in our in-
dustry, but I don’t think it’s a ma-
jor problem any more,” says Rick
Rennie, vice president of risk
services for MasterCard Canada.
“People have become educated
over the years, and most know
how to spot a fake e-mail. They

see that it’s addressed to ‘dear
valued customer,’ or some other
impersonal wording, and realize
this is not from a legitimate com-
pany such as ours.”

Not surprisingly, phishers
have turned to the booming
world of social media sites in
search of new victims.

“I think we will see an
increasing rise in phishing or
spoofing messages being sent to
mobile phones,” says Kevin Lo,
a managing director of Froese
Forensic Partners in Toronto,
where he specializes in computer
forensics. “One reason is their
growing popularity. But another
is that people — especially young
people — tend to let their guard
down when they use the phone.”

This is backed up by a recent
study by the security firm Trust-
eer, which found that mobile
users are “three times more vul-
nerable to phishing attacks than
desktop users.”

A more relaxed attitude to se-
curity also often occurs on social
media sites. It’s not uncommon
for fraudsters to send out mul-
tiple friend requests to Facebook
users, for example, in hope that
some will accept the request
without question. “Once they’re
your friend, they can start to
profile you and create a ‘diction-
ary’ of information on you based
on your birthday, names of pets,
your partner’s name, and other
critical data that can then be
used to guess your banking, work

log-in and other passwords,” said
Mr. Lo.

Another new scam is called
spear phishing. Unlike the old
method that sent out generic
e-mails to masses of recipients,
spearing targets specific com-
panies. Using information often
obtained through social media
sites, the fraudsters create mes-
sages that seem to come from
within an organization. Typically,
they spin a tale of some inter-
nal problem that, for example,
requires the recipients to resend
their direct-deposit banking
information.

While MasterCard’s Rick
Rennie has seen the old-time
phishing gambit lose its effec-
tiveness, he still urges consum-

ers to be vigilant in protecting
against being defrauded. “We
are constantly preaching the
need for everyone to practise
effective security procedures on
their computers,” he says. “They
should have the latest virus
protection software and spyware
software, including e-mail filters
and e-mail scanning.”

Does he foresee a day when
phishing will no longer work?
“It’s possible we will reach a
point where users will only
accept communications from
existing, trusted senders. But
until that happens, if they do
get victimized, at least they are
protected by MasterCard’s zero
liability program against fraudu-
lent purchases.”

Medical identity
theft can be dangerous
to your health andmore

Fraudsters are using
online social network-
ing sites to find and

target potential victims.
It’s not just the widespread
popularity of these sites
that makes them attractive
hunting grounds for scam-
mers. The nature of the
sites also often makes their
job easier.

“A sense of openness
and trust often exists
among social network us-
ers that, unfortunately, isn’t
always well placed,” says
Dr. Hannah Scott, associ-
ate professor of Criminol-
ogy, Justice and Policy at
the University of Ontario,
Institute of Technology.

People use social net-
working sites to share infor-
mation with family, friends
and other colleagues, but
may forget that they aren’t
the only ones able to see
that information.

Similarly, when users
invite people to join their
friends list, they may also
be giving them access to
their personal profile and
the information it contains.

Scammers can use all
of that information to lure
potential victims.

“Fraudsters target a
person’s needs or sympa-

thies because it increases
the likelihood that the
recipient will fall for the
scam,” Dr. Scott says.
“For example, a student
on a tight budget may
be tempted with a bogus
application for an easy
education loan.”

Scam artists often ex-
ploit the structure of social
networking sites, which in-
clude friends lists, to reach
potential victims. People
who are usually wary of
spam messages may be less
skeptical of messages sent
by someone posing as a
friend.

Given all of this, it isn’t
surprising that Internet-
related frauds are on an
upswing. According to
the Canadian Anti-Fraud
Centre, the total reported
losses from Internet fraud
in 2009 exceeded that of
all other types of fraud
solicitation combined.

Users can protect
themselves online through
a combination of common
sense and technological
tools.

“Steps to prevent online
identity theft and other
types of fraud include
restricting who can see
your personal informa-

tion online to people you
know,” says Anne-Marie
Hayden of the Office of the
Privacy Commissioner of
Canada.

“We recommend
that individuals protect
themselves by reading and
understanding privacy
policies; using privacy
controls to restrict access to
personal information; not
accepting friend requests
from people they don’t
know in real life; and being
discreet about what they
post online,” Ms. Hayden
says.

Before posting informa-
tion intended for friends,
users should consider
whether it is something
they would want to be
seen by their employer,
teacher, younger sibling or
a competitor.

And if you do receive a
tempting offer, remember:
if it sounds too good to be
true, it probably is.

Other tips to protect
users are posted on the
website of the Office of the
Privacy Commissioner of
Canada (www.priv.gc.ca).
The RCMP also provides
a list of Internet safety
resources on its website
(www.rcmp-grc.gc.ca).

For fraudsters, online
networking isn’t social

USER BEWARE

“I think wewill see an increasing rise in phishing or spoofingmessages being sent tomobile phones. People – especially
young people – tend to let their guard downwhen they use the phone.” Kevin Lo, managing director, Froese Forensic Partners

Has someone used your personal infor-
mation to getmedical goods or services?
If so, it’s a case of“medical identity

theft”– a serious problem that can result
in false health care claims beingmade to
your private or public health insurer.
“The thief could go one step further,

and use yourmedical identity to steal
your full identity – and that could have
a devastating impact on you and your
financial security,”says Joel Alleyne,
executive director of the Canadian Health
Care Anti-fraud Association.
“A potential perpetrator can range

from a friend, relative, complete stranger,
or even a personworking in the health
care environment,”says CHCAA chair
Daniel Tourangeau.
Unlawful use of yourmedical iden-

tity can result in the creation of false
medical records, with potentially dire
consequences.“Youmay get an incorrect

diagnosis, wrong blood transfused or
allergy informationmay bemissed,”says
Mr. Alleyne.
“You could be denied health insurance

coverage based on false information in
yourmedical record.”

The CHCAAurges the public to take
the following preventative steps:

• Treat provincial health and private
insurer cards theway youwould a credit
card.

• Cross-shred personal documentswhen
discarding.

• During a visit, con!rmwith your health
care provider the date of your last ap-
pointment.

• Read your Explanation of Bene!ts care-
fully and report anything suspicious to
your insurer.

Visit chcaa.org to learnmore.

SAFEGUARD

If your investment plan
doesn’t include checking
the CSA website,

it’s not a plan.

Find out more: www.securities-administrators.ca/fraud.aspx

Be an informed investor. Include a
background check as part of your
research. Use the CSA resources to
check out the latest disciplined persons,
search cease trade orders, and learn
how to recognize and avoid fraud.
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